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1. Document management

1.1 Document history

Version Date Author Description of changes / remarks

1 15/06/2016 eHealth platform Initial version

11 20/03/2018 eHealth platform Lay-out and links

1.2 13/09/2018 eHealth platform Interface adaptation — Servicelist v2 — management of
caching

1.3 04/07/2019 eHealth platform Section 8 “Errors and failure messages” updated to
avoid confusion

1.4 04/10/2021 eHealth platform Detailing logic for HTTP 500 faults

1.5 20/08/2024 eHealth-platform § 5 Process — Step by step: Pt 4 correction

1.6 04/06/2026 eHealth-platform Interface adaptation - Servicelist v3 — addition of

endpoint policies
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2. Introduction

2.1 Goal of the service

To ensure business continuity, recover critical applications, and enhance the availability of eHealth services, the
eHealth platform offers end-users an online, downloadable and up-to-date XML filel. This file contains a list of
services with the following information for each service:

. The name of the service and their UDDI key.

. A list of the endpoints of the service including the main endpoint (currently used to invoke the service)
and the recovery endpoints (used in case of failure of the main endpoint). For each endpoint, the status
of its activity (ACTIVE or INACTIVE) is provided. If the main endpoint is inactive due to i.e. service errors?;
the end-users can use the active recovery endpoints by respecting the sequence number to recover their
service.

. An optional cache strategy for the service including the key (the unique identifiers) is used to retrieve the
correct cached response and the definition of the cache validity. In case of inactivity of the main endpoint
due to i.e. service errors, end-users can consult their local cache according to the cache strategy.

. An XML signature signed by the eHealth platform whose purpose is to ensure the authenticity, the
integrity and the non-repudiation of the published file.

The procedures and the description of the XML file are described in the next paragraphs.

2.2 Goal of the document

In this document, we explain the procedures of recovering, the structure and the content aspects of the XML file.
An example is provided to illustrate the XML file. A list of possible errors encountered by the end-users while
invoking the services is also included.

This document is not a development or programming guide for internal applications. Instead, it provides
functional and technical information to enable an organization to integrate and use the eHealth platform service.

However, to ensure smooth, consistent and risk-controlled interactions with a maximum number of partners,
these partners must commit to complying with the specifications, data format and release processes of the
eHealth platform as described in this document.

Both technical and business requirements must be met, to enable the integration and validation of the eHealth
platform service in the client application.

2.3 eHealth platform document references

None.

2.4 External document references

All documents can be found through the internet. They are available to the public, but not supported by the
eHealth platform.

1 The file nameand the download location are described in paragraph 5

2 The possible errors are provided in paragraph 8

0D
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ID Title Source

1 XML-Signature Syntax and http://www.w3.0rq/TR/2002/REC-xmldsig-core-20020212/Overview
Processing

2 HTTP errors https://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html
https://httpstatuses.com/

3 Jar file containing ehealth- | https://repo.ehealth.fgov.be/artifactory/maven2/be/fgov/ehealth/con
bcp-protocol-3_0.xsd nector/connector-utilities-bcp/
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3. Business and privacy requirements

3.1 Helpdesk eHealth platform

3.1.1 Certificates

In order to access the secured eHealth platform environment, you have to obtain an eHealth platform certificate,
used to identify the initiator of the request. In case you do not have one, please consult the chapter about the
eHealth Certificates on the portal of the eHealth platform

e  https://www.ehealth.fgov.be/ehealthplatform/nl/ehealth-certificaten

e https://www.ehealth.fgov.be/ehealthplatform/fr/certificats-ehealth

For technical issues regarding eHealth platform certificates

e  Acceptance: acceptance-certificates@ehealth.fgov.be

e  Production: support@ehealth.fgov.be

3.1.2 Forissues in production

eHealth platform contact center:
. Phone: 02 788 51 55 (on working days from 8 am till 6 pm)
° Mail: support@ehealth.fgov.be

° Contact Form:

- https://www.ehealth.fqov.be/ehealthplatform/nl/contact (Dutch)
- https://www.ehealth.fqov.be/ehealthplatform/fr/contact (French)

3.1.3 Forissues in acceptance

Integration-support@ehealth.fqgov.be

3.1.4 For business issues

. Regarding an existing project: the project manager in charge of the application or service
. Regarding a new project or other business issues: info@ehealth.fgov.be
3.2 Status

The website https://status.ehealth.fgov.be is the monitoring and information tool for the ICT functioning of the
eHealth services that are partners of the Belgian eHealth system.

o o Jcarr
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4. Global overview

Currently, two solutions are proposed to ensure the business continuity in case of disruption of the eHealth
services:

1) Solution based on an URL switch

User Tier ’ eHealth Tier MCN Tier ‘

Normal processing

e

BCP processing

- -

e

MCN Back up

Figure 1: Normal processing vs BCP processing overview (no cache strategy)
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2) Solution based on cache consultation

User Tier

Normal processing

eHealth Tier

w1

BCP processing

HTTP 404/502/503

W1

Local
cache

Figure 2: Normal processing vs BCP processing overview (with cache strategy)
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5. Process - Step by Step

Solution based on an URL switch

1. The XML files can be retrieved from these pages::
e For the acceptation environment: https://servicelist.ehealth.fgov.be/

e For the production environment: https://servicelist-acpt.ehealth.fqov.be/

2. At the start of day (SOD) and before invoking any eHealth services, the end-user must download two (2)
files:

e File F1 with the list of the services (XML format).
e File F2 whose content is the hash data (SHA) of the F1 (SHA-256 digest).

3. As soon as errors® are encountered while invoking the services, the end-user must open file F1 to find the
proposed recovery endpoints then switch to the next one by respecting the sequence number to recover
their business.

4, Once a day, at the beginning of the day,, the end-user must download the latest version of file F2 and
compare it with the previous version. If there are differences, the end-user must download the new
version of the service list F1 to know the latest status of the service endpoints and to take appropriate
actions such as “switching back to the main endpoint if it has been restored ACTIVE”.

Example

<?xml version="1.0"?>
<ServiceList xmlns="urn:be:fgov:ehealth:bcp:protocol:v3"
xmlns:ns2="http://www.w3.0rg/2000/09/xmldsig#" Environment="Acceptation" Id="_bc7aedd2-607c-4dde-
a5fb-30fdldc96aae" Issuelnstant="2026-05-27T12:12:30.001+02:00">
<PolicyDefinition Id="urn:be:fgov:ehealth:soap:security:policyExample">
<Documentation xml:lang="nl">link to nl documentation</Documentation>
<Documentation xml:lang="fr">link to_ fr documentation</Documentation>
</PolicyDefinition>
<Service Id="uddi:ehealth-fgov-be:business:soap:serviceexample:vl" Name="Example v1" Type="SOAP">
<EndpointList>
<Endpoint Order="0" Status="ACTIVE">
<Uri>https://services-acpt.ehealth.fgov.be/ServiceExample/v1l</Uri>
</Endpoint>
<Endpoint Order="1" Status="INACTIVE">
<Uri>https://other-acpt-host/ServiceExample/v1</Uri>
</Endpoint>
</EndpointList>
</Service>

In this example, the invoked service is ‘ServiceExample’ and the invoked main endpoint is

<Endpoint Order="0" Status="ACTIVE">
<Uri>https://services-acpt.ehealth.fgov.be/ServiceExample/v1</Uri>
</Endpoint>

5. Step 3 and step 4 may only be performed when the service encounters one of the errors described in
paragraph 8.

6. If all service endpoints, including the main and recovery endpoints, become inactive, the end-user must
follow the usual procedure established by the eHealth platform which is the procedure before the
introduction of the eHealth Business Continuity Plan.

3 The possible errors are provided in the paragraph 8
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Solution based on cache consultation

1. The XML files can be retrieved from these pages:
e For the acceptation environment: https://servicelist.ehealth.fgov.be/

e For the production environment: https://servicelist-acpt.ehealth.fgov.be/

2. Once access is granted, at the start of day (SOD) and before invoking any eHealth services, the end-user
must download two (2) files:

e File F1 with the list of the services (XML format).
e File F2 whose content is the hash data (SHA) of the F1 (SHA-256 digest).

3. The end-user must open File F1 to know the proposed cache strategy:

ENDPOINT_FIRST: The end user must use the main endpoint of the concerned eHealth service. As soon
as an error? is encountered, he must consult his local cache by using the key(s) mentioned in File F1 and
respecting the expiry conditions.

CACHE_FIRST: The end user must consult his local cache by using the key(s) mentioned in File F1 and
respecting the expiry conditions. If there is no information in his cache, he must call the concerned eHealth
service.

NB: For more details on what must be cached, please refer to the cookbook of the eHealth service you
intend to use.

4 The possible errors are provided in paragraph 8

0D
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6. XML file description

6.1 Element ServicelList

6.1.1 Functional description

Purpose Provides a list of the services.
XSD ehealth-bcp-protocol-3 0.xsd
Parameters e The information about the services

- The unique identification of the XML file.

— Theissue instant.
— The environment of the services.
e The services.

e The signature.

eHealth Business Continuity Plan v1.6 — 06/06/2026
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6.1.2 Definition

The element ‘Servicelist’ is defined as follows:

B attributes

M Issuelnstant

‘ PolicyDefinitionType (sxtension)

3 attributes

L]

—| PolicyDefinition ;

F Documentation E]{ attributes |

Servctin

Bl attributes

Type

Service ]

EY

B attributes

endpomttet B - o &

ads:Signedinfo
o] s:SignatureValue

1.

B attributes

|

|

|

|
B attributes |
|
|

|

|

|

|

B attributes
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Servicelist element

Elements Attributes Comments
Id Identifier of the file. - Mandatory
- Unique

- Used to trace the file.

Issuelnstant

The date and the time of the release of the XML file.

Mandatory.
Format: YYYY-MM-DDThh:mm:ssZ

Environment

The environment of the deployed services.
(Acceptation or Production)

Mandatory.

PolicyDefinitio
n [1-N]

It defines a reusable policy that can be associated
with one or more service endpoints.

A policy represents a requirement, constraint, or
characteristic applicable to a service endpoint.

For example, a security policy may define the type of
credential or security token that must accompany a
request (e.g. a SAML assertion, an X.509 certificate,
or a Bearer JWT token), or indicate that no
application-level security mechanism is required.

Mandatory.

Service [1-N]

The information about the service.

Mandatory.

Signature [1]

The information about XML signature.

Mandatory.

eHealth Business Continuity Plan v1.6 — 04/06/2026
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6.1.3 Example

<?xml version="1.0"?2>
<Servicelist xmlns="urn:be:fgov:ehealth:bcp:protocol:v3"

xmlns:ns2="http://www.w3.0rg/2000/09/xmldsig#" Environment="Acceptation" Id="_bc7aedd2-607c-

4dde-a5fb-30fdldc96aae" Issuelnstant="2026-05-27T12:12:30.001+02:00">
<PolicyDefinition Id="urn:be:fgov:ehealth:rest:security:bearer-jwt">
<Documentation xml:lang="nl">https://... </Documentation>
<Documentation xml:lang="£fr">https://... </Documentation>
</PolicyDefinition>
<PolicyDefinition Id="urn:be:fgov:ehealth:soap:security:none">
<Documentation xml:lang="nl">https://... </Documentation>
<Documentation xml:lang="£fr">https://... </Documentation>
</PolicyDefinition>
<PolicyDefinition Id="urn:be:fgov:ehealth:soap:security:samlll">
<Documentation xml:lang="nl">https://... </Documentation>
<Documentation xml:lang="£fr">https://... </Documentation>
</PolicyDefinition>
<PolicyDefinition Id="urn:be:fgov:ehealth:soap:security:saml20">
<Documentation xml:lang="nl">https://... </Documentation>
<Documentation xml:lang="£fr">https://... </Documentation>
</PolicyDefinition>
<PolicyDefinition Id="urn:be:fgov:ehealth:soap:security:x509">
<Documentation xml:lang="nl">https://... </Documentation>
<Documentation xml:lang="£fr">https://... </Documentation>
</PolicyDefinition>
<Service Id="uddi:ehealth-fgov-be:business:rest:belrai:vl" Name="BelRAI-REST v1"
Type="REST">
<EndpointList>
<Endpoint Order="0" Status="ACTIVE">
<PolicyGroup>
<Policy IdRef="urn:be:fgov:ehealth:rest:security:bearer-jwt"/>
</PolicyGroup>
<Uri>https://api-acpt.ehealth. fgov.be/belrai/v1</Uri>
</Endpoint>
</EndpointList>
</Service>
<Service Id="uddi:ehealth-fgov-be:business:soap:etkdepot:vl" Name="ETEE-EtkDepot v1"
Type="SOAP">
<EndpointList>
<Endpoint Order="0" Status="ACTIVE">
<PolicyGroup>
<Policy IdRef="urn:be:fgov:ehealth:soap:security:none"/>
</PolicyGroup>
<Uri>https://services-acpt.ehealth.fgov.be/EtkDepot/v1</Uri>
</Endpoint>
</EndpointList>
<Cache Strategy="ENDPOINT_ FIRST">
<Key Inline="true" Tranform="xslt">&lt,;xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmlns:etee="urn:be:fgov:ehealth:etkdepot:1_0:protocol"s&gt;&lt;xsl:output method="text"

version="1.0" encoding="UTF-8" indent="no"/&gt,&lt;xsl:template match="/"&gt,;&lt;xsl:value-of
select="/etee:GetEtkRequest/etee:SearchCriteria/etee:Identifier/etee:Type" /&gt ;&lt xsl:copy&gt

;-&lt;/xsl:copyégt;&lt,;xsl:value-of

select="/etee:GetEtkRequest/etee:SearchCriteria/etee:Identifier/etee:Value"/sgt, &1t ;xsl:if
test="/etee:GetEtkRequest/etee:SearchCriteria/etee:Identifier/etee:ApplicationID"¢gt,;&lt;xsl:c

opy&gt,;—-&lt;/xsl:copy&gt,;&lt, xsl:value-of

select="/etee:GetEtkRequest/etee:SearchCriteria/etee:Identifier/etee:ApplicationID" /&gt &lt,;/x

sl:if¢gt,;&lt;/xsl:template&gt,;&lt,;/xsl:stylesheetsgt </Key>
<Expiry Type="none"/>
</Cache>
</Service>

<Service Id="uddi:ehealth-fgov-be:business:soap:chapterivchapterivagreementadmission:vl"

Name="MyCareNet-ChapterIVAgreementAdmission v1" Type="SOAP">
<EndpointList>
<Endpoint Order="0" Status="ACTIVE">
<PolicyGroup>
<Policy IdRef="urn:be:fgov:ehealth:soap:security:samlll"/>
<Policy IdRef="urn:be:fgov:ehealth:soap:security:saml20"/>
</PolicyGroup>
<Uri>https://services-
acpt.ehealth. fgov.be/ChapterIV/ChapterIVAgreementAdmission/v1</Uri>
</Endpoint>
<Endpoint Order="1" Status="INACTIVE">

eHealth Business Continuity Plan v1.6 — 04/06/2026
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<Uri>https://pilot.mycarenet.be:9443/ehealth/bcp/ChapterIVAgreementAdmission/v1</Uri>
</Endpoint>
</EndpointList>
</Service>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" Id="xmldsig-3152a2a2-a343-4bcf-
88b0-095a43aalaff">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#ecdsa-sha256"/>
<ds:Reference URI="#_bc7aedd2-607c-4dde-a5fb-30£fdldc96aae">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenci#sha256"/>
<ds:DigestValue>HbOdq5hGrYb+gHAXFXnhS4mpnm8HWu+loP4vx1ljF6gU=</ds:DigestValue>
</ds:Reference>
<ds:Reference Type="http://uri.etsi.org/01903#SignedProperties" URI="#xmldsig-8c37280b-
9cf7-458d-ba95-44e81106a024-xades-signedprops">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenci#sha256"/>
<ds:DigestValue>sYgLIJFbxyS9DpQpQ5ysWeC3kjgXOhj7y3G2klOP1AM=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
Wa2jXnbQI4ZN1djCzc5VkOyckQf. . .
</ds:Signaturevalue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
MIIEADCCA4WgAwIBAgQIIU...
</ds:X509Certificate>
<ds:X509Certificate>
MIIDgjCCAwigAwIBAgQIUV. ..
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
<ds:0Object>
<ns2:QualifyingProperties xmlns:ns2="http://uri.etsi.org/01903/v1.3.2#"
xmlns:ns3="http://www.w3.0rg/2000/09/xmldsig#" Target="#xmldsig-3152a2a2-a343-4bcf-88b0-
095a43aalaff">
<ns2:SignedProperties Id="xmldsig-8c37280b-9cf7-458d-ba95-44e81106a024-xades-
signedprops'">
<ns2:SignedSignatureProperties>
<ns2:5igningTime>2026-05-27T12:12:30.012+02:00</ns2:SigningTime>
<ns2:SigningCertificate>
<ns2:Cert>
<ns2:CertDigest>
<ns3:DigestMethod>
<algorithm xmlns="">http://www.w3.0rg/2001/04/xmlenc#sha256</algorithm>
</ns3:DigestMethod>

<ns3:DigestValue>v159DnX3F7hMmRpqupHwkRJho8m+1SWab+1P4rbeC2¢c=</ns3:DigestValue>
</ns2:CertDigest>
<ns2:IssuerSerial>
<x509IssuerName xmlns="">CN=UAT ZetesConfidens Private Trust PKI - eHealth
issuing CA 002,2.5.4.5=#1303303032,0=ZETES SA,C=BE</x509IssuerName>
<x509SerialNumber xmlns="">5927248475029472376</x509SerialNumber>
</ns2:IssuerSerial>
</ns2:Cert>
</ns2:SigningCertificate>
</ns2:SignedSignatureProperties>
</ns2:SignedProperties>
</ns2:QualifyingProperties>
</ds:0bject>
</ds:Signature>
</ServiceList>
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6.2 Element ‘PolicyDefinition’

6.2.1

Functional description

Purpose

Provides the reusable policies that can be associated with one or more service

endpoints.

Parameters

For each policy definition, the following information is provided

e A “documentation” providing information about the policy

6.2.2

Definition

PolicyDefinitionType (extension) |

[ attributes

PolicyDefinition

B attributes

B |,, xmllang |

Documentation

PolicyDefinition element

Elements Attributes Comments
Id urn (Uniform Resource Name) identifier of | Mandatory and unique.
the policy definition. The Idref attribute of the Policy element (see 6.4.2)
points to one of these Id.
Documentation Information about the policy. Mandatory.
xml:lang Language of the documentation. Mandatory.
ISO 639.
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6.3 Element ‘Service’

6.3.1  Functional description

Purpose Provides information about the services.

Parameters For each service, the following information is provided

e The identification i.e. the Universal Description, Discovery and Integration
(UDDI) of each service.

The name of the service.

The type.

A list of the service’s endpoints (containing the main endpoint and the
recovery endpoints).

A cache strategy (optional)

6.3.2 Definition

B attributes

J:JCache

Service element

Elements Attributes Comments
Id The UDDI key of the service. Mandatory and unique.
Name The informative name of the service. Mandatory.

It should not be used in the logic used to retrieve the active
endpoint or cache.

Type The type of the service (REST or SOAP) Mandatory.
EndpointList List of the service’s endpoints where the service can be accessed Mandatory.
by the end-users (containing the main endpoint and the recovery
endpoints).
Cache Details about the cache strategy that must be respected by the Optional.
end-users.

0D
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6.4 Element ‘Endpoint’

6.4.1

Functional description

Purpose

Provides the URL (Uniform Resource Locator) of the service, and the applicable
policies

Parameters

e The sequence number.

For each endpoint, the following information is provided
e The status of the endpoint (ACTIVE or INACTIVE).

6.4.2

Definition

r-- PolicyGroup

PolicyGroupType

B attributes |

e ————
'
'

! NotBefore !

........................ s PolicyRefType
0.0 |
= attributes |
[ ldRef |

Endpoint element

Elements Attributes Comments
Status The status of the endpoint (ACTIVE or Mandatory.
INACTIVE).
Order The sequence number of the endpoint. Mandatory.
PolicyGroup List of policies applicable to the endpoint. Optional.
NotBefore The date and time from which the policy group Optional.
becomes applicable to the endpoint. Format: YYYY-MM-DDThh:mm:ssZ
NotOnOrAfter | The date and time from which the policy group Optional.
is no longer applicable to the endpoint. Format: YYYY-MM-DDThh:mm:ssZ
L Policy A policy represents a requirement, constraint, or | Mandatory.
characteristic applicable to the endpoint.
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IdRef

Id of the policy definition (see 6.2).

Mandatory.

Uri

The Uniform Resource Identifier (URI) at which
the service endpoint is accessible.

Mandatory.

eHealth Business Continuity Plan
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6.5 Element ‘Cache’

6.5.1

Functional description

Purpose

Provides the cache strategy to apply for the service

Parameters

e The specific strategy to respect

e The key which allows to use the correct unique identifiers in order to retrieve

the correct cached response
e The expiry policy to respect for the cache using

6.5.2

Definition

CacheType

Hattributes

|

|

(.

[ [
|

|

|

|

|

|

|
__________ . Hlattributes |
-Tra nform :
|

|

|

|

|

Hattributes

Endpoint element

Elements

Attributes

Comments

Strategy

The specific cache strategy to be respected for the service. Currently two
values are available:

ENDPOINT_FIRST: The end user must use the main endpoint of the
concerned eHealth service. As soon as an error is encountered, he must
consult his local cache.

CACHE_FIRST: The end user must consult his local cache. If there is no
information in his cache, he must call the involved service.

Mandatory.

Key

The key which specifies the unique identifier(s) the end user must use to
retrieve the correct cached response

Mandatory.

Transform

The transformation language used to filter/retrieve the unique identifier(s)
of the service. (e.g. “xslt”).

Mandatory.

Inline

Boolean to define the location of the key.
True: The key (or the xslt by example) is defined in the field “Key”.

False: The field key contains an URL which refers to the xslt.

Mandatory.

Expiry

The expiry policy to be respected for the cache consultation.

Mandatory.

Type

The type of expiry policy. Two values are currently available:

ttl: Time To Live (a duration should be specified in attribute “Duration”).

Mandatory.

0D
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none: No limit of time for the cache consultation (no duration should be
specified in attribute “Duration”).

Duration

The duration of the cache validity before the expiry (e.g. PT1H for a
duration of 1 hour).

Optional.

6.6 Element ‘Signature’

Please refer to XML-Signature Syntax and Processing.

o o Jcarr
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7. Test and release procedure

7.1 Procedure
This chapter explains the procedures for testing and releasing an application in acceptation or production.

7.1.1 Initiation

If you intend to use the eHealth service, please contact info@ehealth.fgov.be. The project department will
provide you with the necessary information and mandatory documents.

7.1.2 Development and test procedure

You need to develop a client to connect to our WS. Most of the information for integration is published on the
portal of the eHealth platform.

Upon request and depending on the case, the eHealth platform provides you with a test case to test your client
before releasing it in the acceptance environment.

7.1.3 Release procedure

When development tests are successful, you can request access to the acceptance environment of the eHealth
platform. From this moment, you begin the integration and acceptance tests. The eHealth platform suggests
testing for a minimum of one month.

After successful acceptance tests, the partner sends his test and performance results, along with a sample of
“eHealth request” and “eHealth answer” by email to his point of contact at the eHealth platform.

Once a release date has been agreed upon, the eHealth platform prepares the connection to the production
environment and provides the partner with the necessary information. On the release day, the partner provides
the eHealth platform with feedback on the test and performance results.

For further information and instructions, please contact: integration-support@ehealth.fqov.be.

7.1.4 Operational follow-up

Once in production, the partner using the eHealth platform service for one of his applications must always test
in the acceptance environment first before releasing any adaptations of his application in production. In addition,
he will inform the eHealth platform on the progress and test period.
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8. Error and failure messaqges

8.1 HTTP errors

There is only one response code for which the BCP must not be activated:
- Code 200 — Success

When you receive an HTTP 500 with a SOAP Fault associated, you should investigate the reason of the SOAP
Fault by extracting the SOA error code which can be found in the code tag of the System Error details.

<soapeanv:Envelope xmlns:soapanv="http://schemas.xmlsoap.org/soap/envelopa/ ">«
<soapenv:Body>«
<spapenv:Fault»<
<faultcodersoapenv:Client</faultcoder<
<faultstring>50A-81801</faultstring><
<details»«
«SystemError Id="faleB6ad-bda6-4788-044e-57f152c734Be” xmlns="urn:be:fgov:ehealth:errors:soa:vl”»=
<Origin>Consumer</Origin><
<code>S0A-81081</code>+
<Massage xml:lang="en"»Service call not authenticated.</Messages<
<Environment:Production</Environment»«
</SystemError>«
</detail»«
</socapenv:Fault»«
</soapenv:Body><
</soapenv:Envelope> &

If the error code is one of the following, you should activate the BCP mechanism
e SOA-02001: Service not available. Please contact service desk.

e SOA-02002: Service temporarily not available. Please try later.
If the certificate or saml token is still valid when you invoke the web service, you should also activate the BCP

mechanism on one of the following codes:
e SOA-01001: Service call not authenticated.

e SOA-01002: Service call not authorized.

All the other exceptions (HTTP, connection time-out, ...) must activate the BCP.

For more information about the HTTP errors, please refer to HTTP errors.
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